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EXAMINER'S RESPONSE 

1. In response to applicant's amendment filed 2-28-08, the 
amendments to the claims have been entered. Claims 1-8 and 14- 
19 are pending. The examiner has considered the new 
presentation of claims and applicant's arguments in view of the 
disclosure and the present state of the prior art. And it is 
the examiner's position that the claims are unpatentable for the 
reasons set forth in this Office action: 

Claim Rejections - 35 USC §103 

2. The text of those sections of Title 35, U.S. Code not 
included in this action can be found in a prior Office action. 

3. Claims 1-2, 5, 7-8, 14-16 and 19 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Hsu (6041410), Flick 
(6140939) and Waraksa (5412379) . 

Regarding claims 1-2, 5, 7-8, 14-16 and 19, Hsu teaches a 
garage door operating system that includes a fingerprint 
communicating unit 14 which includes a fingerprint sensor 16, 
see figures 2 and 3. The communication unit also includes a 
transmitter 22 that sends a signal to the barrier operator where 
it is received and authenticated to open the garage door. Hsu 
does not expressly show the fingerprint comparison occurring at 
the operator, however in an analogous art, Flick teaches that 
either having the authentication comparison occur at the 
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communicating unit or at the barrier operator are both 
equivalent methods with various pros and cons associated with 
each. See figures 5 and 6. Hsu does teach that communication 
from the key to the lock should be encoded or encrypted to 
prevent cloning by interception. See col. 4 lines 52+. 
Therefore, it would have been obvious to one of ordinary skill 
in the art at the time of the invention to have the fingerprint 
authorization occur at the barrier operator as suggested by 
Flick since it would reduce the processing power necessary in 
the fingerprint communication unit. 

In an analogous art, Waraksa teaches a rolling code used to 
mix up the id or unlocking code of the portable device which the 
rolling code changes in accordance with a predetermined 
algorithm (col. 20 lines 38-47) to prevent cloning and 
unauthorized access. Therefore, it would have been obvious to 
one of ordinary skill in the art at the time of the invention to 
have mixed a rolling code with the Hsu-Flick transmission since 
this would aid in preventing unauthorized access. 
4. Claims 3 and 17 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Hsu, Flick and Waraksa as applied above 
and further in view of Nicholls. 

Regarding claims 3 and 17, Hsu-Flick-Waraksa does not 
expressly disclose use of an electroluminescent fingerprint 
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sensor. Nicholls discloses an electroluminescent fingerprint 
sensor called a TactileSense tm by Who?Vison tm as an improvement 
over other common fingerprint sensors. It would have been 
obvious to one skilled in the art at the time of invention to 
substitute Hsu's optical fingerprint sensor for Nicholls 
electroluminescent fingerprint sensor since Nicholls discloses 
an advantage of electroluminescent fingerprint sensors over 
existing fingerprint sensors, such as the immunity to the 'dry 
finger problem' that existed in fingerprint sensing technologies 
at the time of invention (Nicholls, pp 5) . Who?Vison tm also 
suggests the integration of such sensors into physical access 
control devices ("xlvision.com/spinoffs"). 

5. Claims 4 and 18 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Hsu, Flick and Waraksa as applied above 
and further in view of Toyoda. 

Regarding claims 4 and 18, Hsu-Flick-Waraksa does not teach 
the use of Charged Coupled Devices (CCDs) . Toyoda teaches the 
use of CCDs to sense fingerprints in the production of identity 
authentication devices (Fig. 1) . It would have been obvious to 
one skilled in the art at the time of invention to substitute 
Hsu's optical fingerprint sensor for Toyoda 's identity 
authentication device using a CCD since Toyoda suggests that his 
device be used to manage entrance and exit of individuals in 
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restricted areas (Col 1, lines 38- 40) and the use of Toyoda's 
identification device using CCD would provide an improved 
individual identification apparatus with a high recognition 
ability (Col 2, lines 38-42) . 

6. Claim 6 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hsu, Flick and Waraksa as applied above and 
further in view of Fitzgibbon (5751224) . 

Hsu-Flick-Waraksa does not expressly show the transmitter 
comprising a wall controller. In an analogous art, Fitzgibbon 
'224 shows the use of transmitter 34 that is a wall controller. 
Therefore, it would have been obvious to one of ordinary skill 
in the art at the time of the invention to have mounted the Hsu- 
Flick transmitter on the wall of the garage since such would 
eliminate the need for the user to physically carry around the 
transmitter . 

Response to Amendment 

7. The declaration under 37 CFR 1.132 filed 2-28-2008 is 
insufficient to overcome the rejection of claims 1-8 and 14-19 
based upon 35 USC 103 as set forth in the last Office action 
because : 

The inventors opinion is that the prior art discussed in 
the declaration (Swonger, Plaschko and Scott) establishes that 
one of ordinary skill in did not understand that wireless 
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transmission of fingerprints were vulnerable to unauthorized 
code grabbing. It is noted that Swonger, Plaschko and Scott 
were not applied by the examiner in the 103 rejections. 

The failure of the applicant's cited short passages in the 
backgrounds of Swonger, Plaschko and Scott to recognize the 
argued problem cannot be persuasive because the prior art 
applied by the examiner in the 35 USC 103 rejections does 
recognize the problem. Hsu recognized that transmitted data 
related to fingerprint image (CRC derived from fingerprint 
image) is vulnerable to cloning. Hsu encrypted the data to 
reduce chances of unauthorized cloning or code grabbing. See 
col. 4 lines 47-56 and col. 7 lines 44-64 of Hsu. Also, Flick 
recognized that such a system is vulnerable to unauthorized 
learning in col. 2 lines 10-13. Waraksa recognized that 
transmitted codes are vulnerable to theft. Waraksa combined the 
code with a changing or rolling code in addition to scrambling 
the result to deter theft similar to Hsu teaching encrypting a 
the CRC with a changing key in addition to encrypting with a 
fixed key providing both change over time and scrambling to 
deter theft. 

Applicant's cited passage from Swonger could not have 
recognized the problem of code grabbing of transmitting 
fingerprint images because it is not directed to transmitting 
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fingerprints. But the passage of Swonger does recognize that a 
card could be lost, loaned or stolen. A transmitter would 
suffer from similar problems. 

Applicant's cited passage form Plaschko recognizes that 
transmitters have the problem of being lost or stolen. Plaschko 
reduces this problem by requiring fingerprint input. Other 
problems are not discussed, nor are they excluded. 

Applicant's cited passage form Scott could not have 
recognized the problem of code grabbing of transmitting 
fingerprint images because it is not directed to wireless 
transmission of fingerprints. Contrary to applicant's opinion, 
the passage of Scott does not disclose that fingerprints are 
invulnerable, but that fingerprint recognition devices prior to 
that of Scott were impractical for home or automobile use. The 
part of the paragraph not cited by applicant goes on to state 
that this ineffectiveness is due to cost. This teaches that 
there was a problem with fingerprint systems and other problems 
may exist. Col. 3 lines 14-16 describes using passwords in 
addition to the scanned image. This is a recognition that 
fingerprints alone may not provide sufficient security. 

Swonger, Plaschko or Scott lacking recognition of code 
grabbing is irrelevant because the applied prior art (Hsu, 
Flick, Waraksa) does recognize problems of cloning, unauthorized 
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learning and code theft corresponding to code grabbing. 

Wuidart (US006164403A) is another patent with remote 
control transmitter and fingerprint reader that has been cited 
and not applied in the 103 rejections. Wuidart recognizes in 
col. 6 lines 13-56 that a code that changed with each 
transmission (rolling code) is desirable to hinder fraudulent 
attempts at picking up and recording (code grabbing) the signal. 

Response to Arguments 
8. Applicant's arguments filed 2-28-2008 have been fully 
considered but they are not persuasive. 

Applicant argues that the declaration of Fitzgibbon 
establishes that it is true that the prior art did not recognize 
the problem of code grabbing because fingerprints were thought 
to be invulnerable. This argument is not persuasive for the 
reasons stated above under the heading "Response to Argument." 
Hsu, Flick and Waraksa did recognize vulnerabilities such as 
cloning, unauthorized learning and code theft corresponding to 
code grabbing. Further, the art cited but not applied by the 
examiner in the rejections did recognize vulnerabilities. For 
example, Scott added a password to increase security in case the 
transmitter was stolen and Wuidart added a varying or rolling 
code in case of code recording or grabbing. 

Applicant argues that the prior art does not address or 
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solve the problem of when a bad guys cut off a finger 
electronically with a code grabber to obtain the code 
representative of fingerprint data because Hsu and Flick 
completely rely on use of a signal representing a fingerprint 
This argument is not persuasive because Hsu and Flick do not 
completely rely on only use of a signal representing a 
fingerprint. As stated above, Hsu recognized that transmitted 
data related to fingerprint image (CRC derived from fingerprint 
image) is vulnerable to cloning. Hsu encrypted the data to 
reduce chances of unauthorized cloning or code grabbing. See 
col. 4 lines 47-56 and col. 7 lines 44-64 of Hsu. Also, Flick 
recognized that such a system is vulnerable to unauthorized 
learning in col. 2 lines 10-13. 

Applicant argues that the system of the instant application 
recognizes the problem that if lost to a bad guy, the bad guy 
can use YOUR rolling code transmitter to get into the house or 
garage. This argument is not persuasive because Hsu recognizes 
the problem of a transmitter, card or other device being 
vulnerable to theft or being stolen (by a bad guy) in col. 1 
lines 21-41. Also, the prior art (Swonger, Plaschko and Scott) 
argued in applicant's declaration recognizes the problem of a 
lost or stolen card or transmitter. 

The argument that Hsu lacked suggestion of combining and 
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separating codes is not persuasive because the encryption and 
decryption in Hsu (col. 6 lines 50-65, col. 7 lines 17-34) 
corresponds to combining and separating codes. The encryption 
combines the CRC code with key codes and decryption separates 
the combination. 

The argument that Hsu does not suggest transmission of both 
rolling code and fingerprint data is not persuasive because the 
CRC is derived from and uniquely identifies the fingerprint 
image data (col. 5 lines 48-56). Further the CRC is encrypted 
(combined) with the door public key and the fob (transmitter) 
private key. A new door key pair is randomly generated with 
each access (col. 6 lines 42-42, col. 7 lines 13-16) so the keys 
cannot be determined in advance. This suggests a rolling code. 

The argument that Flick lacks suggestion of a rolling code 
is not persuasive because Hsu provides such a suggestion as 
indicated in the previous paragraph. The argument Flick, taken 
alone, lacks suggesting combining a code representative of the 
fingerprint with an access code and then splitting them is not 
persuasive because Hsu discloses this as discussed above and 
Waraksa also teaches combining a transmitter ID and rolling code 
in cols 10-11 to deter theft and separating the codes in col. 
14. The argument that Flick, taken alone, lacks determining 
whether both fingerprint and rolling code are acceptable is not 
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persuasive because Waraksa teaches requiring both the ID code 
and rolling code be acceptable in col. 14 linens 23-49 and Hsu 
teaches the CRC is a unique ID. 

The argument that Waraksa, taken alone, lacks suggesting 
combining fingerprint code with changing access code and 
recognizing the fingerprint code as something that needs to be 
identified is not persuasive because Hsu already suggest this as 
discussed above. Waraksa discloses combining an ID with a 
rolling code and scrambling the result. This is suggested by 
Hsu disclosing encrypting the CRC with a changing public key and 
then encrypting the result with a private key. 

Regarding applicant's arguments against the references 
individually, one cannot show nonobviousness by attacking 
references individually where the rejections are based on 
combinations of references. See In re Keller, 642 F.2d 413, 208 
USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 
USPQ 375 (Fed. Cir. 1986) . 

The argument that the art teaches it thought fingerprint 
data for security is invulnerable is not persuasive because the 
prior art teaches that fingerprint data (or other data) 
transmitted in an unsecure manner is vulnerable theft, 
duplication or cloning. 

Applicant argues that the prior art does not suggest a 
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system that combines the use of signals representative of finger 
print data to guard against the loss or theft of the transmitter 
and the use of rolling code to defeat code grabbers. This 
argument is not persuasive because Hsu suggest fingerprint data 
to guard against loss or theft of the transmitter (col. 1 line 
21 - col. 2 line 57) and the use of rolling code to defeat code 
grabbers (col. 7 lines 13-16). 

Changes to the prior art rejection were necessitated by 
applicant's amendments. 

Conclusion 

9. The prior art made of record and not relied upon is 
considered pertinent to applicant's disclosure. Setlak 
(US005828773A) discloses a fingerprint reader (fig. 22) with 
encrypted output. 

10. Applicant's amendment necessitated the new ground (s) of 
rejection presented in this Office action. Accordingly, THIS 
ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is 
reminded of the extension of time policy as set forth in 37 
CFR 1 . 136 (a) . 

A shortened statutory period for reply to this final action 
is set to expire THREE MONTHS from the mailing date of this 
action. In the event a first reply is filed within TWO MONTHS 
of the mailing date of this final action and the advisory action 
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is not mailed until after the end of the THREE-MONTH shortened 
statutory period, then the shortened statutory period will 
expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated 
from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than 
SIX MONTHS from the date of this final action. 

CONTACT INFORMATION 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Edwin C. 
Holloway, III whose telephone number is (571) 272-3058. The 
examiner can normally be reached on M-F from 9:00 to 5:30. 

If attempts to reach the examiner by telephone are 
unsuccessful, the examiner's supervisor, Brian Zimmerman, can be 
reached on (571) 272-3059. 

The fax phone number for the organization where this 
application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be 
obtained from the Patent Application Information Retrieval 
(PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) . 
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